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field of information security that allows embedding secret information in encrypted images while ensuring error-free
extraction of the secret information and lossless recovery of the original plaintext image. This technology not only
enhances image security but also enables efficient transmission of sensitive information over networks. Its
application in cloud environments for user privacy protection has attracted significant attention from researchers.
A reversible data hiding method in encrypted images based on prediction error and bitplane coding was proposed to
improve the embedding rate of existing RDHEI algorithms. Different encoding methods were employed by the
algorithm depending on the distribution of the bitplanes, resulting in the creation of additional space in the image.
The image was rearranged to allocate the freed-up space to the lower-order planes. Following this, a random matrix
was generated using a key to encrypt the image, ensuring image security. Finally, the information was embedded

into the reserved space. The information can be extracted and the image recovered by the receiver using different

keys. The proposed algorithm achieves a higher embedding rate compared to five state-of-the-art RDHEI algorithms.

The average embedding rates on BOWS-2, BOSSBase, and UCID datasets are 3.769 bit/pixel, 3.874 bit/pixel, and
3.148 bit/pixel respectively, which represent an improvement of 12.5%, 6.9% and 8.6% compared to the
best-performing algorithms in the same category. Experimental results demonstrate that the proposed algorithm
effectively utilizes the redundancy of images and significantly improves the embedding rate.

Keywords: reversible data hiding, encrypted domain, run-length coding, separate, information security
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Figure | Framework of the reversible data hiding algorithm
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Figure 3 The process of pixel prediction

T ITEE SRS, [ IbM/SYN/S) | ALt R K
JEfE R 1. % [ I(M/S)N/S) | = (M/S)N/S), Tl
AXE LM 48, AP HRI S NRE 10, Fridk
10, AR A L, ARdh 1.

B4 4l T 4R S22, KSR
Ly =31, 3 MMM stl. Kl 4(a)
HACEIANA 3 AN HB, BERHE AL 2 [ 12 bit,
/N LM K EE 16 bit, ARTER 1 H 195328500,
AR 1, b bs &AL 0 A LRAL
P R A K. B 40) AT 4(c) b B A T
HB HIE &R 14, TR B2 KA 56 bit, K
T LM WKEE, 7l o288 11 828 1. & 4(b)
H LM &b iR gt 48 fa 1K 18 bit,
18+1bl6>16, Kk, K 4b)bli ks AR 1, %
bR ELL 100 LM LA NB EERFm ARG B 4(c)
LM SRR gD R 46 )5 K 1A 11 bit,
11+1b16 <16 , A LUZALF T #E K 4 92K AL 111,
g HbrEAL 11 KEEE 1. LM'BLL& NB LR
T o

213 fz-F@ZHE7)

JE46 i (AP T 7 ZE AT EHES, KT
2 A AN . B S 450 7 7 F i EHES
1, Heemm AP HEHIEE A AaER
KNS (4 bit) ERKIAGIKEE L, (4 bit), &
FAFMEEMERE R (8bit). i SR
#on,, C[MN]bit) B K &FA s hr B
(N [IbBMN | bit), HHE MR IRAFk AR T
b, A TS EE. B, B
IR = C A

Cz%%hkﬂ&—ibﬂR%ﬂ%MN](@

e, len()AEERIKE, R (=12, 8) 95 i
AP 4hS, 8 b v, N7 T EER
RN FIRNME B, & AL R AR AT~ 77
[ Ib8MN | bit 7 fi# FIR IR A& Co
22 Efgm=E

Znd BB BB ER N 1, R EG
I B ke RN M x N IIBENLERE R, il



25 6 W TG HE: FET IR 2 S5 AT T A 1) 2% SCIaT 30 (5 B R Lk +39 -
1{ololojofololo FRAE WA ]
ol1|olo|l1|lol1]o 010109
ofof1fofofofo]o ojojofo
o[t ftfrfrfof1] ojojtrfo
of1fofofofo]o] 0j1jojfo
olo|o|l1|ololofo -
o Tololo o 1ol br;é‘i | VAR LT LA
1{1fofofof1]o]o |0|1|0|---|0|0|
{of, P 1 {of, P 1 40 %
(a) ZH0 T 0P imi i iy 141 N
\
1loloflololololo hiaE RS I ool ol 1] 1]
ololo|oflolo]|ofo ojrpryt ol vt of |1
ololofoflolololo Lprprgt ol i o]olo]o]o
olololoflolo]|ofo rjojtrgt 1o
ololoflo|lo]lo|ofo P
ololalololololo e
ololofloflolo]|ofo]| wLm:ooii0101001110001
ool ol ol ol ol ol NBHA$i: 10000010
i 1hi LS 1 4 6
(b)Y IT o ~F i S 20 s 1)
LMK AEL: 11=(1011),
¥
1{ololololo|ofo P fRE—= 1| 1 1fof1 |1 0|0
olololof1]lo]|ofo L = rjojrjrjojtrjpog
olololoflolo]|ofo HREENE pjrjofofojojoj
oloflofololololo gty g
ololofoflolololo pjprptyl
olololoflolo]|ofo R R R
olololololololo LM* 00101101011 ——
olololololololo NBLB#F#E: 1000 0010
e e

(c) e I 1l 4 g 45

El 4 Rrv iR ol
Figure 4 The example of bitplane coding

@ ARG | P EERE D RPHITTERE

by gk

k
Ii,J_[

kK Ri,i
wagT

R

-1

J

Jmod2, k=1,2,---,8

|

mod?2, k=1,2,---,8

4

®)

Hr, i o RRAT SIS, k Oy RN
KA, 1ISIiSM,I< <N, I<k<8.%)5,
FRYE L (6) 0 EMG AT S B & #4E, T il fE
SR AMEE R, AR RE B AT INE 4
., e, WRIER7)EMS RN EG E.
) {m,ﬁAﬁiéam
Ei,j =

,k=1,2,---,8 (6)
I @R, Hfl



+40 - P 2% 5 {5 8 2z A g

9%

E, =Y E -2 7
k=1

23 FERH]mA

FEMAEWEINEEIR E &, RAEEAN
TR, CBREE MR EE RN EG T, ERR
EEEG. B, fEEfRETd, BERSEE
P 27 L DA B 5 A N AH IR B AA (5 J2 T 55 45
N, BT CLE B ER NS, SR E A AR
BIRNESCEG . B I AR P T % R 77 11
[Tb8MN | A7 h & B EU R K15 ik N 25 5 C, HHEL S
AT, TR 1) 7S A3 2 43 AR 78 UG R A P T
AP HEIEEA MN, 1 LR $E (8) 5 H
i B8 2= () T 4 B T e (AP TR Y ko WS
ATLAEH, AP TE 25 A AT L A B
FER, TEE—DUHHEATAG, ZA-F AT
F RN RN (c+ [ 1b8MN [ymod MN , R4z 5
(9) LA K R0y AT LA iR A5 B IT 46 47 B AT TE
FI4T r A% c.

k{ww

N ®)

rZM_ﬂ}C+[m8MEbnmdMNJ ©)

c=N+1-((C+[1b8MNymodMN)modN (10}

LA 5 D9, M s AR ~F- T T 7 H 9 bit Hray
DA B EUR RN B RN 117 bit, BREIRDN N
8x8, AT LATHRAGEIRL (5 BRI A6 L E V2R 2
AP CRARAT NS 1AM D 158 147
%35 /RGN EE, FERAERGEER

R B AT 2S5 30 & %= EIL .
24 EERBRSEGIRE

FCE RN R S E RS, A AT
A 1B AT A R AR

1) 4807 R BUG N %5 k, i, mT Lo
W R GG EA TG . 1 eI G N % 5 k, AR
FRBENUEERE R, BB E A g, AR5
MR i P A AR AR B /N Sy 8 K gl
MK L, « (LD ERRIBE RS MG, #
E PRI AL I gmiS, AR S S B
THIfets, - AT P 5 BRI

2) Ml RAHA (5 SRR kI, e
ML PRI FG ARG, BdAET
HARRRLEAS BRI B, RE S
BRIk, ff G B K, 15 32
JRIEFRE S S

3) MBI TR S N 2 2558 K, RS
SR kB, BERT DR (S S, el
TR E R IEEE

3 SELERDIT

N T WAEA SRR, ATIEE T 6 18
FrAEIR G (il 6 Fron) LK 3 MdESE
BOSSBase®'l. BOWS-22141 UCID™, {# FI Bl
A E R R (s BT S . A IS
VEE L R A R I T A SRR SR 46 A S R
TR, Rk, N2V RDHET Hik 1
KRR
31 BEMREMSH

AR ARAE TR A HAAR 1 Y A IR

R Bk, IR AR S, WA RN RISy, DU MR RCR L ) B
L IEREN i B 2 )
y i
0
OjOofj1 11 jrjofi
A
o T 1 4 S PG i\ 7 it

K5 s
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Table 2 The PSNR and SSIM(S=2, L; =4) on
encrypted images

JIEASEA PSNR SSIM
Lena 9.2337 0.0273

Baboon 9.5295 0.0681

Jetplane 8.3216 0.0301

Tiffany 9.4796 0.0332

Airplane 8.9663 0.0142
Man 9.103 0.0346
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Table3 The PSNR and SSIM of the proposed
method on different datasets

ok PNSR SSIM
BOWS-2 +o0 1
BOSSBase +00 1
UCID +o0 1
F 4 ANEEEAREMRE R -MIEEERREE
LEAHEILEE

Table 4 The PSNR and SSIM of the proposed
method on different test images

R EE PSNR SSIM
Lena +00 1
Baboon +oo 1
Jetplane +o0 1
Tiffany +o0 1
Airplane +o0 1
Man +oo 1
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Table 5 The number of HB. length of LM and embedding capacity on 6 standard test images
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Airplane 6 5 280 806 294212 393216 130 269 449 070 1 046 404
Man 4 5 181523 238 940 262 144 198 585 282 333 757 097
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Figure 9 Embedding rates under different Lg, and S on test images
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Table6 The embedding rate of the proposed method
on different datasets

. i N /bit-pixel
i —
RN AR RIS
BOWS-2 7.262 0.812 3.769
BOSSBase 7.841 0.917 3.874
UCID 5.63 0 3.148
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Figure 10 Comparison of average embedding rate of the proposed
method and similar algorithm on three datasets
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